Coercions and Relays
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AGENDA

A \Why this Talk?

A Theory: NTLM Relay & Methods of Coercion
A Which Protocol Can be Relay#there ?

A Whyit Works ?

A Howit Works ? Demos

A Questions ?
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Fun, a topic close to my heart SRR )
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Not taught in certifications.
Relatively easy and highly effective
Applicable in real life.

Brings awareness to blue teams

More gears toward beginner to intermediate. But if you are
experienced, | hope that you learn a thing or two.

If you notice errors or knows better ways, please reach out.



DEMOS INDEX

PART 1

01 - BasicResponder »
02 - SimpleRelay(Local Admin SMB to SMB) ~ .
03 - Dump ADnformation HTTP to LDAIPY6 Poisoning h
04 ¢ FakeMachine Accountreation viecDHCP Poisonin@ T TP to LDAP)

05-SMB toSOCKBD Users, Groups and Machine Accounts DUmMBCKS)

06 - Domain Administratofrivilege EscalatioNetNTLM v1

07 - Machine Account Admin tdekchangdrusted Subsystem Group)

08 - Printer LDAP Pass Back Attack

09- MSSQIRelay via XP_DIRTREE

10- SCCMlient Push Installation

11 - Files That Coerges VB Share)

PART 2

12 - Remote Code ExecutioRCEviaWebDAYV to RBCDsingUnauthenticatedPetitPotam Proxy
13- Local Priviege EscalatidcPE viaWebDAV to RBCBhange Lock Screen

14 -Local Priviege EscalatidcPE viaWebDAV to Shadow Credentiais=mote C2)

15 - UnauthenticatedADCS User Templates Dump Via WeliB o HTTP)

16 - Active Directory Certificate ServicdfCSESC&ia C2 (PortBender)

17 - RemotePotato Privilege Escalation via RPC Protocol

18 - Kerberos=elayDNS Authenticatiomia Mitm6 (Krbrelayx)

19 - KerberoKrbRelayand KrbRelayUgools Local Privilege EscalatibPE

To To Do Po To Do Po Do Do Po Do Do I» Do Do Do Do I» Do




Bug Eeature by Design

LLMNR, NBNS, mDN&nabled
WPAD Automatic

LDAPS Not Enabled or Required
IPv6 Preference

SMB Signing Disabled (Except DCSs)
ADCS HTTP Endpoint not HTTPS
Print Spooler Service Enabled
WebDAV Client Installed but Stopped (Workstation only)
MachineAccountQuota = 10

Any low Privilege user can query (AD, BloodHound, Kerberoast, ADCS)




OPTION 1

COERCION
POISON HENETWORK

LLMNR NBNS DHCP DHCP IPV6 ARP
MDNS A Responder (Linux) A Mitm6 (Linux) A Bettercap (Linux)
A Responder (Linux) A Inveigh (PSNe) A * Risky
A Inveigh (PSNe)

/ A Pretender (Cross platform , GO)

https://q-Iaurent.bloqspot.com/2021/08/responde~reth>&poiso _html
https://www.fox-it.com/nI-en/bloq—6—mitm6-compromisine‘fp\@;net SViaipv6/



https://g-laurent.blogspot.com/2021/08/responders-dhcp-poisoner.html
https://www.fox-it.com/nl-en/blog-6-mitm6-compromising-ipv4-networks-via-ipv6/

OPTION 2
COERCION ON DEMAND

If | were you, | would comply.

I/

PRINTERBUGPETITPOTAM DFSCOERCE PRIVEXCHANGE AF

MSRPRN MS-EFSR MSDFSNM PUSHSUBSCRIPTIC
A Authenticated A g;\&trj]tehgnticated (DC) ﬁ Slétr;?,rf;,icated A Patched

A Authenticated

SCCM COERCER -

A Authenticated A Al in one tool
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Work
In
Progress

client
session signing

Protocol

session signing
SMB1 HTTP SMB2

"disabled"” "not supported" "not required”

"disabled" v 4 ve

"not supported" v v e

"supported"” -
(WebgAp\?andmher veo
Microsoft chents)

"enabled” ve
"not required” veo
"required” X (ntimrelayx?)

"required” ; ; vieed

it doesn't work
it works

enabling SMB2 support is needed (-smb2support)
disabling multirelay (--no-mul tirelay) is needed (having only one target (- t) does that automatically)
exploiting CVE-2019-1040 ( -- remove-m1ic) is needed (for unptached targets only)

needs testing and/or confirmation

P AiIGEEY ¢l ntimrelayx seemed faulty, needs to be tried again with network analysis

@ nwodtuhs

@HackAndDo

Relay

server

LDAP SMB1/2 /| LDAP LDAPS

“"None" "required" "Never"

v X X (ntimrelayx?)
v X v
v

X (ntimrelayx?)

v

X (ntimrelayx?)

hackndo

Think out of the box

Home
About
Archives
[
Disclaimer

Projects

EET L RN X )

EPA

LDAPS

"When supported”

v

v

Signing
Disabled Enabled Required

MB smB

HTTPS LDAPS / HTTPS

ays
/Required”

"Accept”

Channel Binding

Enabled | Required

1 HTTP "7 LDAP SMB LDAP LDAPS HTTPS LDAPS HTTPS LDAPS HTTPS



https://www.thehacker.recipes/ad/movement/ntlm/relay
https://twitter.com/_nwodtuhs
https://en.hackndo.com/ntlm-relay/
https://twitter.com/HackAndDo

Incoming NTLM Client-side Server-side Relayed NTLM
auth over mitigation mitigation auth over

signing disabled P
PrinterBug " (only exists in SMB1)
(MS-RPRN abuse) I
PetitPotam 1
(MS-EFSR abuse) . e ] 2 EPA disabled <
> signing required 2 \
\

EPA enabled -

Coercion method* Post-relay attack

AD CS ESC1, ESC6
\ or ESC8

HTTP

Web access

ii

HTTPS v SOCKS proxy
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Credential dump
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WebDAV J

(Combine with others)
R HTTP

PrivExchange
(PushSubscription abuse)

EPA required s

?

(SAM secrets)

1 ) signing disabled

(only exists in SMB1) PN File/cmd execution

2 sighing enabled -
SOCKS proxy
Numbered circles are an alternative to standard links signing required Z

between elements. Match numbers to know what can be
relayed to what.

There is also a color code. Green circles mean the relay
should work. Orange circles mean the relay should work
if the target is vulnerable to CVE-2019-1040, CVE-2019- 1 2 signing enabled =
116677

1
I
signing required s
When there is no way to relay to/from, a
—¢

crossed link segment is used.

B

Kerberos RBCD

2 signing disabled N abuse

i_x

1

-

LDAP Shadow Credentials

e\ V4
’
-

Domain enum

- - -

Account elevation

N’
{

~

(ACL abuses, ...)

1 2 EPA disabled ~

https://www.thehacker.recipes/ad/movement/ntim/relay \
@ nwodtuhs EPA enabled -‘

LDAPS SOCKS proxy

i
s\l

I

* NTLM authentications can be directly obtained EPA required ’ Account creation

through coercion methods or indirectly with other man-in-the-middle
techniques not featured in this graph like ARP poisoning,LLMNR/NBT-NS/mDNS/DNS
spoofing, ...

(computer or user)



https://www.thehacker.recipes/ad/movement/ntlm/relay
https://twitter.com/_nwodtuhs

Recon Tools

LDAP(S)

A https://github.com/zyn3rgy/L dapRelayScéRython)
A https://github.com/cube0x0/LdapSignChe(BOF & .NET)

SMB Signing

A https://github.com/Igandx/Responder/blob/master/tools/RunFinger.(Rython)
A https://github.com/byt3bl33d3r/CrackMapExg®ython)

Machine Account Quota

A https://github.com/outflanknl/C2TookCollection/tree/main/BOF/AddMachineAccou(BOF)
A https://github.com/FuzzySecurity/Stand{tNET)
A https://github.com/Porchettalndustries/CrackMapExd&Bython)

WebDAYV Client (Workstations)

A https://github.com/Hackndo/WebclientServiceScanr(@ython)
A https://github.com/G0ldenGunSec/GetWebDAVSta(BOF & .NET)



https://github.com/zyn3rgy/LdapRelayScan
https://github.com/cube0x0/LdapSignCheck
https://github.com/lgandx/Responder/blob/master/tools/RunFinger.py
https://github.com/byt3bl33d3r/CrackMapExec
https://github.com/outflanknl/C2-Tool-Collection/tree/main/BOF/AddMachineAccount
https://github.com/FuzzySecurity/StandIn
https://github.com/Porchetta-Industries/CrackMapExec
https://github.com/Hackndo/WebclientServiceScanner
https://github.com/G0ldenGunSec/GetWebDAVStatus

DEMO



SMB NetNTLM V2 HASH ! Vil

Crack the hash to clear text password Relay it using Ntimrelayx

IKE-PSK SHA1 Dhttps://hashcat.net/misc/examp
NetNTLMwvl / NetNTLMv1+ESS u4-netntim::kNS:338d08f8e26de93:
MNetNTLMwZ admin::N46iSNekpT:08ca45b7d7eas

Cisco-10S type 4 (SHA256) 2btjjy78REtmYkkWO0csHUbJZOstRXo

Samsung Android Password/PIN 0223b799d526b5096fed4bat628b9ebt



https://hashcat.net/wiki/doku.php?id=example_hashes

02 - Simple Relay (Local Adn®MB to SMB

L
i -

A Ntimrelayx.py

https://www.secureauth.com/blog/welove-relayingcredentialsa-technicatguideto-relayingcredentialseverywhere/
https://github.com/SecureAuthCorp/impacket



https://www.secureauth.com/blog/we-love-relaying-credentials-a-technical-guide-to-relaying-credentials-everywhere/
https://github.com/SecureAuthCorp/impacket

03 - Dump ADnformation
HTTP to LDA®HCP IPV6 Poisoning)

A mitm6

/

https://blog.fox-it.com/2018/01/11/mitm6-compromisingpv4-networksvia-ipve/



https://blog.fox-it.com/2018/01/11/mitm6-compromising-ipv4-networks-via-ipv6/

04 ¢ FakeMachine AccounCreation via
DHCP Poisoning (HTTP to LDAP)

/ A Clean Up (Needs DA)

https://qg-laurent.blogspot.com/2021/08/respondemshcp-poisoner.htmi



https://g-laurent.blogspot.com/2021/08/responders-dhcp-poisoner.html



































































